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	 DHS Contract  

Systems Information Exchange Assessment


Contract Manager:
	Name  (print)
First     M.I.         Last

Susan M. Werner
	Position/Title

Trauma Systems Manager 

	Phone

(971) 673 - 0534
	Extension

     
	Email Address 

susan.m.werner@state.or.us


Contracting Business Entity (*CBE):

	Name  (print)  

                      
	Hospital

     
	Signature


	Email Address

     
	Employee ID #

N/A

	Phone

(     )       -      
	Extension

     
	Position/Title 

      

	Work Address

     
	City

     
	State

     
	Zip

     


CBE Technical Contact Information:

	Name  (print) 
First     M.I.         Last

     
	Phone

(     )       -      
	Extension

     

	Email Address

     
	FAX number

(     )       -     


1. 
Contract allows access to DHS information systems

Check box that applies:

 FORMCHECKBOX 
 CBE has requested access using a DHS Individual User Profile (IUP) form


(When using DHS data steward or sub-administrator)

 FORMCHECKBOX 
  CBE has requested access using a form comparable to the Individual User Profile (IUP)

(When using CBE's own sub-administrator to gain access)

Comments:      
	For DHS Data Steward Only

	Print Name

     
	Data Steward Signature
	Date:

   /   /   


2. Required Access Environments:

Check all that apply:

 FORMCHECKBOX 
   CBE at DHS location using DHS supplied equipment; Full support provided by DHS (*Tier 3a) 

 FORMCHECKBOX 
   CBE working at DHS location using own device such as notebook PC; Network, access control software support provided by DHS (*Tier 3b) 

 FORMCHECKBOX 
   CBE working from remote location using DHS supplied equipment: Desktop, access control software support provided by DHS (*Tier 3c)
 FORMCHECKBOX 
   CBE working from own network and requires access to DHS applications (other than web) only; Connection and access software only DHS support) (*Tier 3d) 

 FORMCHECKBOX 
   CBE working from own network and requires access to DHS web applications only; Login only DHS support (*Tier 4b) 

 FORMCHECKBOX 
  Other        

 FORMCHECKBOX 
  None

*Required Access links: Tier 3a, Tier 3b, Tier 3c, Tier 3d, Tier 4b

Comments:      
If additional assistance is needed, contact the Office of Information Services (503)

945-5623 - dhs.servicedesk@state.or.us), or the Information Security Office (503) 945-6812  -dhsinfo.security@state.or.us.

	For DHS OIS Office Use Only

	Print Name

     
	OIS Signature
	Date:

   /   /   


3.  Contract allows DHS access to CBE information systems:

Check all that apply:

 FORMCHECKBOX 
   File Transfer Protocol -- FTP 

 FORMCHECKBOX 
   Secure File Transfer Protocol -- SFTP

 FORMCHECKBOX 
   CBE working from remote location using their own systems equipment and DHS has access to CBE information and systems (e.g., Dial up, "VPN", telnet or web access).

 FORMCHECKBOX 

DHS must adhere to CBE’s information security requirements.

 FORMCHECKBOX 
   Other        

 FORMCHECKBOX 
    None

Comments:      
(If additional assistance is needed, contact the Information Security Office (503)

945-6812 dhsinfo.security@state.or.us, or the Office of Information Services (503) 945-5623 dhs.servicedesk@state.or.us.)

	For DHS OIS and ISO Office Use Only

	Print Name

     
	OIS Signature
	Date:

   /   /   

	Print Name

     
	ISO Signature
	Date

   /   /   


Required Access Environments Definition

The type of access environment required is dependent upon the situation. The following describes the general external access types (tiers) that are used by CBE's with DHS. Tiers 1 & 2 are internal to DHS staff and “internal” CBE's. There are two other classes of access that generally apply to DHS CBE's, depending on the type of access and the environment in which the applications are used.

Tier 3a - CBE at DHS location using DHS supplied equipment; Full support provided by DHS 


This is a typical configuration for a number of DHS CBE's. Access to DHS systems is managed/regulated by contract with approvals of business, Network Computing Services (NCS), and the Information Security Office (ISO). CBE is not allowed to install any device on the DHS network.  All operating system and application software is installed and maintained by DHS desktop technicians. Programs and applications can vary, but it is common for these types of connections to mirror services that are provided to DHS staff. 
Tier 3b - CBE working at DHS location using own device such as notebook PC; Network, access control software support provided by DHS


In this situation the CBE is responsible for the operation and maintenance of the computing device. Access to DHS systems is managed/regulated by contract with approvals of business, NCS, and the ISO. CBE is not allowed to install any device on the DHS network. The CBE maintains all device operating systems. DHS specific application software is provided by DHS but the installation and maintenance is the responsibility of the CBE. CBE’s devices must be assessed and approved by ISO prior to use on the DHS network.  
Tier 3c - CBE working from remote location using DHS supplied equipment; Desktop, access control software support provided by DHS 


Similar to Tier 3a, however the CBE is working from a location other than a DHS office. Access to DHS systems is managed/regulated by contract with approvals of business, NCS, and the ISO. DHS specific application software is provided by DHS and the installation and maintenance is the responsibility of the CBE. Connections are usually provided via Virtual Private Network (VPN) technology (Client; Hardware to Hardware; Secure Sockets Layer (SSL)). 
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Tier 3d - CBE working from own network and requires access to DHS applications (other than web) only; Connection and access software are the only support services provided by DHS.

The CBE is responsible for the operation and maintenance of the computing device.  Access to DHS systems is managed/regulated by contract with approvals of business, NCS, and the ISO. The CBE maintains all device operating systems.  DHS specific application software is provided by DHS but the installation and maintenance is the responsibility of the CBE. Connections are usually provided via VPN services.
Tier 4b - CBE working from own network and requires access to DHS web applications only; Login is the only support provided by DHS. 


This is typical web access via Transmission Control Protocol (TCP) ports 80 (http), 21 (FTP), 22 (SSH), 115 (SFTP), and 443 (HTTPS). DHS will assign a login and password to CBE when appropriate.  CBE's maintain their own browser software.

*The term Contracting Business Entity (CBE), as used in this form, refers to any person, business, non-profit organization, tribe or other governmental entities under interagency and intergovernmental agreements, which are contracted to provide and/or exchange services and/or products with DHS."
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